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ABSTRACT 
 
The present study aims to analyze the digital identity that characterizes the consumer by the worldwide network 
of computers, and virtual elements able to reflect the personality designed by its creator (avatars and characters 
from games across the internet).  The goal is to establish whether the use of technology affects human rights 
somehow, once the consumer is obligated to provide personal information, endangering their security and 
privacy, such as the loss of their information management resulting from privacy policies adopted by websites. 
The research method is deductive because uses the law as a landmark for the study and interpret the study cases. 
The analysis of Law 8.078/90 (consumer protection code) raise the concerns about the protection of the citizen 
through the data management and with due regard to commercial practices, including by the concept of equated 
consumer. Therefore, the protection of personality rights in virtual environment represents the person's own 
protection and of their dignity, a fact that is does not found policy or geographical barrier, since human dignity 
and its protection should centralize the actions of States to protect fundamental human rights. 
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RESUMO 
 
O presente estudo visa a analisar a identidade digital que caracteriza o consumidor junto à rede mundial de 
computadores, além de elementos virtuais capazes de refletir a personalidade projetada por seu criador (avatares 
e personagens de jogos pela internet). O objetivo é averiguar se a utilização da tecnologia afeta de alguma 
maneira os direitos humanos, uma vez que o consumidor é obrigado a prestar informações pessoais, colocando 
em risco a sua segurança e a sua privacidade, como a perda de gerência sobre suas informações decorrentes das 
políticas de privacidade adotadas por sites. O método de pesquisa é dedutivo, pois se utiliza da lei como marco 
de estudo e interpreta o caso prático. A análise da Lei 8.078/90 (Código de Defesa do Consumidor) demonstra 
preocupação com a proteção ao cidadão por meio do gerenciamento de dados e com a devida atenção às práticas 
comerciais, inclusive pelo conceito de consumidor equiparado. Portanto, a proteção dos direitos da personalidade 
em ambiente virtual representa a proteção da própria pessoa e de sua dignidade, fato que não encontra barreira de 
divisas políticas ou geográficas, já que a dignidade humana e a sua proteção devem centralizar a atuação dos 
Estados que tutelam os direitos humanos fundamentais. 
 
PALAVRAS CHAVE: identidade virtual e digital do consumidor; Direitos da personalidade; Novos direitos 
humanos. 
 
1 INTRODUCTION 

 

With the popularization of the internet offering new forms of personal and business 

relationship, the expression of human will has taken on new expression forms. In 
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environments and addresses enabled through the World Wide Web, e-services users (e-mails, 

social networking sites, online games, etc.) are now recognized by the image artificially 

created as ideal, allowing, thus, the generation of an identity capable to represent personal or 

economic interests no matching with reality. 

In this sense, the projected digital/virtual identification would be assimilating aspects 

that, in fact, would reflect the personality of the e-mail account holder, whether such 

identification correspondents to the physical and psychological attributes of the author, or 

even, derived  from concepts that author wants to demonstrate to other network users. Due to 

the high number of ways offered for externalization the will in the digital environment - 

virtualized or not - such situation becomes the stage of a true individual "recustomization", on 

freedom maximization of user expression, limited only by his imagination. 

The digital revolution, as a result of the man capacity and activity, reached a new 

"human condition" (ARENDT, 2010, p.11), releasing the alter ego of its contained limits until 

then inherent in intimacy of its creator. "Creator" and "creation" are no longer objects of 

differentiations and separatist conjectures, considering that electronic addresses and virtual 

images are seen as personality extension of the user, and he can present himself to the 

collective body under any appearance without necessarily involving the configuration of a 

disorder which is concerning the Psychology. As well as the transformations demonstrated by 

Francis Bacon, in his "New Atlantis" text, the device is instrument of significant changes, no 

longer attached to the environment around us, but geared towards the achievement of new 

frontiers of humanity for the redesign and multiplication of personality. It is consistent, 

therefore, with the use of the term "free development of personality" of European Law, of 

similar legal content (if not more ampliative) to the concept of "human dignity" (BORGES, 

2008, p. 249) stated in the Brazilian system.  

Based on interference caused to the everyday of human being, sometimes, 

completely immersed in the assumed identity or built by the consumer, the Law was forced to 

deal with matters that were previously concerning the exclusive spheres of intimacy and of 

computer science. 

Taking into custody this new identification of the subject, in order to recognize it and 

protect it from illegal practices, has been one of the great challenges of the legal system, 

which is going by to revisit and reinvent known institutes. 

With no further pretensions, this study aims only to discuss concepts and situations 

to foster discussions that, in the long and medium term, may contribute to the mission of the 

Law, that is, to protect the man from the negative actions of humanity. Although it is 



recognized the harmful potential that the exposure capability of the internet can lead to other 

personal rights, in particular the "image" (EFING and FREITAS, 2012, p. 89), this paper will 

consider only the virtual/digital identity present in electronic addresses and personages 

(avatars, for example), as the representative element of a certain natural or legal person. 

Characterized the human "projection" in the formation of electronic account, this 

study will talk about the consequent need to give to the account holder special legal protection 

in the ownership of a novel right of personality - the identification with the available 

mechanisms over the internet, through electronic accounts. This personality allows 

management of behavioral changes of the account holder; and "dynamic identity" of network 

user can then be considered (LORENZETTI, 1998, p. 483). 

For methodological issues, the question of the "artificial intelligence" will not be 

analyzed – indeed, more turbulent and difficult for being solved, in relation to legal and 

cultural developments of modern times – to which necessarily the studies of known doctrines 

on the early legal personality and the corresponding judicial protection of "being" would be 

resumed. 

 

2 CONTENT AND STRUCTURE OF THE RIGHTS OF PERSONALITY  

 

Before analyzing the technology implications for formation and development of 

interpersonal relationships, it is going to consider little conceptual and evolutionary incursion, 

aiming to better understanding the central object of this paper, the personality, while right in 

se ipso (BITTAR and BITTAR FILHO, 2003, p.47), and its legal derivations as recognized in 

the context of the consumer relations. As explained by Antônio Chaves (1962, p. 168), the 

Rights of Personality, "differently from the properties, have as object the physical or moral 

modes of the person to be." 

With regard to personality as source of all other subjective rights, the teacher 

Roberto de Ruggiero explains: 

  
Personality does not consist in subjective right, but it is a presupposition source of 
all legal rights. Except unusual cases in which there is a right without a subject (it is 
always considered as possible and a subject is even expected), only when a subject 
exist that there are rights. These rights are the most varied and of endless species. 
There are, however, some complex rights of multiple content, which are the primary 
cause of all other individual rights and which are those ones that can be called the 
fundamental attributes of personality, the right to freedom (jus libertatis), the right 
to establish property relations with others (jus commercii), the right to be able to test 
(jus testandi), the right to establish family relationships (jus connubii), and the right 
to a name and personal integrity (RUGGIERO, 1971, p. 305-6) 



 

To better measure the impact of positivization of Rights of Personality and their 

implications on ensuring development of human skills, the little historical context will be 

considered. 

 

2.1 HISTORICAL NOTES 

 

In the Greek theatrical universe, the persona expression identified masks used for 

taking on real or fictional personages, inserted in history that was intended to communicate to 

the public (CHAVES, 1972, p. 31). This is the first device/subterfuge ("mask") so that the 

man could act out their fears and anxieties, preserving the identity socially accepted as unique 

and immutable. 

The projection of physical and/or psychological characteristics through representing 

in environment artificially controlled by the actors, shielded in artifacts for disguising that 

shape their personages, was, thus, treated as exclusively human characteristic. In this period 

and in other subsequent period, some regulations imposed by state agent were issued, offering 

privileges to the isolated protection of what is now identified as aspects of personality (honor, 

name, image,  etc.). 

Later, with the outbreak of the two great wars in the last century, the "Rights of 

Personality" category remained definitely set and positively valued in many legal systems 

around the world. A recurring concern around the markedly human interests reflected on the 

dictum that only people would be subject to rights and obligations. The identification of 

minimum rights is then needed to ensure the inclusion of the person as the recipient of 

protective legal provisions and that facilitate his essence development.	According to Limongi 

França (1966, p. 7) "Rights of Personality are related to the legal faculties whose objects are 

the various aspects of the subject's own person, as well as his emanations and extensions." 

Although the first reference to the Positive Law has already occurred in 1895 with 

Romanian Law to protect the name, only in 1942 that the rights of personality attained greater 

scope with the Italian legislative reform, including the right to own body, image, and other 

aspects relating to the name’s protection, enjoying, therefore, relative systematization 

(FRANÇA, 1966, p. 9). In 1948, with the prompting of the Universal Declaration of Human 

and of Citizen Rights, the matter gained space among the international community, as a 

guideline to be followed by all countries of democratic nature (PEREIRA, 2010, p. 205). 



Following, the current Portuguese Civil Code of 1966 (Items 70-81) (BORGES, 

2008, p. 243), as well as the current Brazilian Civil Code, which in its Items 11-21 

exemplified some identifying aspects of human nature, similar to those ones contained in the 

Items 29-44 of the draft bill Civil Code (FRANÇA, 1980, p. 157).  

With regard to the Brazilian legal system, it is worth mentioning the Act n. 

9.434/1997, which, combined with the general provisions adopted by the Civil Code, faces 

the issue of the relative unavailability of the own body as right of personality. 

The new category of rights includes interests related to the person’s identification 

and protection inside the social body, divided into three basic categories, dealing with the 

right to physical integrity, moral, and intellectual (FRANÇA, 1966, p. 11). 

This is a matter of eminently private rules of intangible content, even by the holder 

of the right in question. The hybrid nature of Rights of Personality is showed by Moacyr de 

Oliveira (1969, p. 31), aiming to: "(1) Protect those rights of offenses by unlawful purposes 

from other individuals; (2) prohibit voluntary provisions or limitations that clash with the 

general interest (order, morality) or related to permanent diminution of physical integrity." 

"Among the main features, it can be mentioned: (1) Non-waiver; (2) absolute nature; (3) 

extra-patrimoniality; (4)	non transferability; (5) imprescriptibility; (6) unseizability; and (7) 

lifelong tenure (GOMES, 1966, p. 7).  

In accordance with Simone Hegele Bolson (2004, p. 134), although it cannot deny 

the usefulness of positive law for the protection and development of Rights of Personality, 

their origin dates back to the man’s innate desires, very close - if not directly derived – of the 

Natural Law and, hence, of the maintained social customs (FRANÇA, 1966, p. 9). 

Thus, to handle with the considered rights category at this moment is to meet the 

typically human yearnings, historically recognized as in constant evolution process (GOMES, 

1966, p. 7), marked by harmful complications (genocide and other inhumanities) that shaped 

by time serve as a hard learning to future generations. There is no way to define, numerus 

clausus, what are the rights of personality accepted by law, because their number may vary 

depending on the evolution of society itself.3  
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For such historical reasons, we are led to incorporate as interest described in the law, 

every legal and cultural evolutionary period, new Rights of Personality, representative of the 

design assigned by the society of the time, aiming to solidify the expected protection of the 

law and avoid setbacks against the interests of humanity. It is what is proposed, taking into 

account the will demonstrations performed by the World Wide Web, and that they are able to 

bring in their core, the distinguishing mark of the issuer's personality. It does not come to 

defend the idea of an autonomous personality of "being" of Internet, but, in reverse, to expand 

the legal protection of the natural person (or even legal) that originated and coordinates the 

incursions of this differentiated instrument of will’s expression. 

The proposal is not strange at all, even to the classical jurists, paying off to mention 

the precursor idea shaped in one of the first scientific papers published in Brazil dealing with 

the focused matter, by the distinguished author Professor at the University of São Paulo, 

Rubens Limongi França (1966, p. 12), proposing that on the ampliative mission of Rights of 

Personality, the "Right to Telephone Number" and "Car plate" could be included, because 

they have served as certain representation of their holder image. Similarly, in relation to the 

reliability of a phone call identified as a credible entity, see Efing and Freitas, 2012, p. 390. 

In current times, more than the phone number (which, let it be, fostered large and 

recent discussions until to consolidate the right to its portability) and the motor vehicle plate, 

it is believed that the ownership of electronic addresses and avatars are topics able to arouse 

greater interest by the Law operator, before the steady and significant increase in internet use 

for performing business transactions and even personal relationships. 

 

2.2 CONSTITUTIONALIZATION OF MATTER 

 

Even ahead of affinity with the naturalistic school of Law, the judicial 

implementation of interests related to the personality depends on the affirmations of such 

values in representative legal rules of collective aspirations, through the system assimilated by 

a certain order.  

Among the legal systems of Roman-Germanic origin, written constitutions represent 

legal security, regarding the prevalence of an established Right and the use of the superior 

legal precept to guide the infraconstitutional system, aiming to regulate - and, consequently, 

ensure the achievement - the milestone firmed by the text of the constitution. 

In Brazil, the wording of Item 1, section III of the Federal Constitution (FC) chose 

the principle of human dignity as a matrix rule to be mandatorily observed by the 



infraconstitutional legislation, aiming to ensure an minimum existential able to qualify the 

recipient of the rules - "human person." It is a kind of "ethical reference value" (CANELA 

JÚNIOR, 2011) with the potential to facilitate the inclusion of new perspectives, since more 

favorable to the elementary interests of the individual (BORGES, 2008, p. 251). 

Thus, the constitutional legislator eventually elected the true "general clause of 

dignity protection" (BOLSON, 2004, p. 52) able to be claimed for correcting possible 

distortions in the application of laws and normative acts in the broad sense that in their 

essence prove to be harmful to the development of human faculties features. For this reason, 

human dignity carved by Federal Constitution	(FC) of 1988 serves as open reference standard, 

able to ensure new manifestations of man, as a distinctive signal of his existence - matter that 

has been since then spreaded among the doctrine and jurisprudence (BORGES, 2008, p. 243). 

Roxana Cardoso Brasileiro Borges (2008, p. 249) presents many parts of the current 

Constitution, from which the existence of other Rights of Personality are found, exemplarily 

brought by the Federal Constitution as derivations from human dignity: 

 
In addition to the rule expressed in Item 1, Section III of the Federal Constitution 
(FC) text, there are other rules, especially in Item 5, which base more directly the 
Rights of Personality, by providing expressly some of its expressions such as the 
right to outward and the right to freedom (FC, Item 5, Heading), right to the image 
(FC, Item 5, Sections V, X, and XXVIII, Subsection a), right to privacy (FC, Item 5, 
Sections X and LX), right to honor (FC, Item 5, Section X), right to confidentiality 
(FC, Item 5, Section XII), copyright (FC, Item 5, Section XXVII), right to speak 
(FC, Item 5, Section XXVII), among others. 

 

To these distinguishing indications of individual characteristics, the denomination of 

Rights of Personality was assigned currently. 

 

2.3 MOSAIC OF RIGHTS OF PERSONALITY IN CONSUMER SOCIETY  

 

Overcoming its own economic function, originally designed for the maintenance of 

the growing product industrialization system, the consumer society has come to shape not 

only the behavior, but also the personality of the social group. In this sense, the "personality" 

expression in its purest connotation is used, focusing on the set of psychological factors, able 

to identify the individual inside the social body. 

Led by his natural vulnerability, the consumer allowed himself to "reprogram" and 

be "reprogrammed" to the extent that see on the legitimate expectations presented by the 

market a window to reach/find a new condition for humanity. In general, search for 



"happiness," "products," and "services" assume the revealing role of personality created by 

the consumer, passing to display characteristics withdrawn of a market stereotype. 

The promotion of consumption based on new and ephemeral personal needs ends 

requiring an intensification of creative activity of the marketing and advertising industry. 

Maybe the greatest challenge facing the market is no longer related to product development, 

but rather to its own presentation to the market and its marketing. 

Neuromarketing techniques reinvent not only consumer needs but its own personality 

that from early age is loyal by brands and their ideologies (EFING and FREITAS, 2012, p. 

131). Electronic games and social networks end up giving rise to a distorted image, 

constructed based on artificial alter ego, which sometimes stands out to the natural person. 

It is believed, therefore, that the "younger consumer society" has as defining 

characteristic the prerogative to re-personalize the collectivity, affecting not only on their 

habits, but on the way they see, think, and relate to the elements, in a "transboundary" way 

(EFING and FREITAS, 2012, p. 125). 

Portraying the consumer society and proposing the use of Rights of Personality as a 

way to also prevent the practice and abuse by individuals, Roxana Cardoso Brasileiro Borges	

discusses: 

 
With the population growth in the cities, with the growth of mass communication 
vehicles, with increasing imbalance in economic relations, and with technological 
advances, other rights of personality emerged, at this time, not only to protect the 
individual against the State, but to protect him against harmful intervention also of 
other individuals. In the technological society of mass of the centuries XX and XXI, 
in the face of new aggression forms, people, as they become more aware of their 
dignity, will demand the legal recognition of their status as human beings. In the 
legal sphere, the development of positive law and scientific knowledge of the right 
led to the recognition every day of new Rights of Personality (BORGES, 2008, p. 
244). 

 

Under this protectionist perspective of interests of the consumer, this paper will 

discuss in the next topic the manifestation of people will in internet environments, and, 

following, the usefulness to treat some aspects of these personal events under the heading of 

rights of personality.    

 

3. MANIFESTATIONS OF WILL THROUGH INTERNET 

 

Considering the informality rule, incorporated by Item 107 of the Civil Code, the 

legal validity of the will manifestations is independent from any specificity related to the 



form, unless when this form belongs to the essence of the own  act to be practiced - like, e.g., 

the occurrence with the signings, regarding real estate and disposals of hereditary rights.	The 

digital environment has become, thus, suitable for celebrations of personal contracts and 

negotiations, able to reproduce the intention of the involved parties, since the regularity of its 

use for personal or commercial purposes is independent from formal pre-determinations. 

In the opening e-mail accounts, or in games and networking sites, the user assumes 

contractor position, though, most of the time, led by his natural vulnerability as service 

consumer, he cannot scale the legal consequences of acts performed in that environment 

(digital or virtual). A simple registration, even for using free services, ends up imposing the 

consumer acceptance of unfair clauses, able to compromise some right that would be 

unavailable. 

The situation worsens when the service proponent is foreign person, who tries to 

escape from the application of the Brazilian legislation, seeking to hide behind the free 

contractual initiative and in technical difficulties to comply with judicial orders, determining, 

for example, the removal of videos and hosted and replicated images through countless 

servers that are online.    
For the best protection of services consumers provided by the World Wide Web, this 

paper is going to discuss the feasibility of assigning different legal treatment for certain will 

manifestations made over the internet in a virtual environment (avatars and electronic games) 

or even in digital accounts, which, although devoid of images and other elements that 

generate a simulated reality, bring in their set the owner identification (electronic address 

and/or nickname) and thus the need for protecting his individualization.  

 

4. PERSONIFICATION OR CUSTOMIZATION? 

 

For the reasons explained in the previous section, and due to the will manifestations 

be premise configurator of the personality in its psychological aspect, it is believed that all 

emanations of will, deducted from internet environments able to identify the user, have 

minimal ability to receive special legal status and, therefore, the due protectionist support 

from the Brazilian legal system. 

Considering the remains already evidenced in the introduction, it is not intended the 

"personification" or representative creation of electronic accounts (digital or virtual aspects), 

but only the assignment of differentiated legal protection to such manifestations of human 

will. When portraying characteristic signals (humanities) of their holders, the highlighted 



artificial elements (addresses and electronic accounts) end up being "customized" only in the 

sense of to assimilate characteristics of a person. They have no independent existence, but 

they are linked to their creators, like other known Rights of Personality (name, image, voice 

etc.); they continue, therefore, creatures of their creators - unlike what could be proposed, e.g., 

for mechanisms with the "artificial intelligence." Under this sense, Roxana Cardoso Brasileiro 

Borges states: 

 
It should not confuse, however, subject with the right object. The subject of law is 
the human person, while the different qualities or expressions of personality are 
considered object of the rights of personality or legal interest in the broad sense. The 
object of the rights of personality is not the personality, but some qualities, 
expressions, or projections of it (BORGES, p. 245). 

 

The characterization of a right of personality while legal goods of the first 

magnitude, in accordance with Orlando Gomes (1966, p. 6), would depend on its "projection" 

(physical or mental) in the social environment, causing the law to provide its required 

protection. Ricardo Lorenzetti also states it (1998, p. 486.), when mentioning that the 

"Personal identity is a manifestation, a social projection of personality. By this state, it is 

considered that there are facts which prove to be tested." 

Luiz Edson Fachin (2001), when discusses the formation of the legal relationship, 

focuses on the necessary participation of people or beings endowed with certain personality 

(even that idealized and not embodied in corporeal creatures), polarizing such relationship. 

However, he admits that the person’s notion and the subsequent defense of his interests can be 

promoted without the necessary materialization of his subject in hard economic, social, or 

historical concepts: 

 

At first, it is considered the existence of subjects arising as part of what classically is 
designated active pole and passive pole (plaintiff and defendant) of that relationship. 
The notion of person increases, therefore, on the study of legal relationship. The 
concept’s formulation of the legal relationship and the relationship word itself 
provide the concept of legal presence of people. However, this idea of person does 
not collect some information based on subject in concrete, in other words, based on 
the practical considerations of this or that subject, because the legal relationship, 
classically shaped, takes into account an abstract and generic notion of people. The 
person who places himself in abstract, legal profile not defined based on their 
concrete conditions; this notion comprises immense range, regardless of people’s 
economic, social, or historical condition and intends to subscribe all people at the 
same time (FACHIN, 2000, p. 83-4). 
 

About the personality as the possibility of framing in factual hypotheses, applying 

corresponding legal rules, Pontes de Miranda, exploring the magnitude of the human 

personality, states: 



 
Strictly, it only should treat on people, after treating the individual of right; because 
to be person is just to have the possibility to be subject of right. To be subject of 
right is to be in the holder position of right. [...]The personality is the possibility of 
to fit in to factual supports that, by the incidence of legal rules, can become legal 
facts; therefore, with the possibility to be subject of right. Personality as a possibility 
stands before the goods of life, contemplating them and aspiring for them, or 
moving them away; to be subject of right is to enter into the factual support and to 
live under legal relations as one of their terms. (MIRANDA, 1954, p. 153) 

 

Rubens Limongi França (1980, p.145), in the same ampliative sense of personality, 

adds: "So, in Law, personality attribute is each characteristic, situation, or condition, likely to 

be taken by the personality and that is able to cause a legal repercussion." 

The granting of the legal standard of "Rights of Personality" to the will 

manifestations, made by digital or virtual environment, able to create an identity to its author, 

in the sense of assigning it a distinctive signal that individualize it, is thesis to be defended, to 

the extent that it preserves the interest already recognized by the current system. 

Inside the aforementioned illustrative general classification proposed by Limongi 

França, it is believed that the rights - derived from the use of digital and virtual devices to 

facilitate the expression of ideas - could be classified as personality attributes related to the 

"right to moral integrity," integrating the protective subcategories of rights to the image and 

personal identity (FRANÇA, 1966, p. 11).   

Questions are asked about the compatibility among the characteristics of personal 

rights, previously reported, and the own business practices of providers and other hosting 

providers for electronic addresses and controllers of game and virtual environments, aimed 

exclusively for economic purposes, in most often detrimental to the interests of consumers. 

Would the holder of electronic address have personal right to e-mail in relation to the 

provider? Could be "turned off" the avatar from the virtual environment by the own will of 

the site administrator? Could be the accumulated "heritage" in video games "confiscated" by 

the service provider? How is the right of family members on memory and intellectual heritage 

of the dead person arranged in social networking site or stored in computer clouds? 

Addressing these and other issues will be made by the next two subtopics: (1) a 

subtopic on electronic addresses (social networking sites, personal and corporate e-mails); and 

(2) other subtopic dealing with the virtualization of personality (avatars and video games). 

 

4.1 ELECTRONIC ADDRESSES 

 



Due to the development of the media, to make information coming to the knowledge 

of its receiver has become less difficult task, since the content of the material to be transferred 

can be transformed into a binary format. Thus, digitalized texts and photos can be objects to 

post in a particular electronic address by e-mail or by messages and sent via social networking 

sites.  

The concepts of "domicile" and "residence” proper of civil law and widely used by 

instrumental legal science, such as in the Civil Procedure Law, gradually become obsolete, 

since the convenience of the electronic address, together with the advances in mobile 

computing technology, allows its holder to access information from anywhere and, on the 

other hand, be located, even remotely, by those ones who seek him. Even the idea of 

presentiality must be revisited,	because it is said that the simultaneity of a videoconference 

made, for example, through a Skype account.  

The question "do you have e-mail?" no longer includes personal or commercial 

negotiations by the obviousness of the expected response. The referenced inquiry was 

virtually replaced by the wording "what is your e-mail?" or "can you give me your e-mail?" 

The same thing can be said about social networking sites or information sharing sites, as 

Orkut and MSN; and now it is used to perform with the world phenomenon of Facebook, 

beyond Instagram, Twitter, Sonico, Badoo, and others. Few people, economic or socially 

active, are not yet registered in any personal or professional relationship network by the 

internet. 

Maybe, one of the main legal consequences that can be extracted from the above 

mentioned information, in addition to problems with the misuse of images, as already noted 

elsewhere, is that the rights of personality gained a new branch, the right to the "digital 

identity." As already marked at another point, it is not to defend the autonomous existence of 

another "being" disconnected from its creator, but merely to recognize that electronic 

addresses coming from e-mail accounts or social networking sites have the power to identify 

its user. 

This is a matter of a new distinctive signal of individuality and, as such, should be 

housed especially as species of the "Rights of Personality" genus, and are entitled to the 

protection granted to other facets of the same law, as the name and image, regardless if such 

manifestation occurs through paid or free services (read: paid indirectly), considering the 

characterizing method of consumer relations accepted by the Brazilian legislation. 

The "terms of use" and other contractual arrangements imposed on users/consumers, 

organized in often abusive clauses inserted into contracts of adhesion, eventually violate 



rights which by definition - since inserted in the category of Rights of Personality - would be 

irrevocable and non-transferable. In general, these "user manuals" (that suppliers are reluctant 

to call "consumer") make clear that the available electronic account and the contents carried 

over the network do not belong to the user, but, they belong to the service provider. For 

example, according to the provisions of terms of use Gmail, there is a general mandatory 

clause for all the service users (consumers): 

 

When you upload or otherwise submit content to our Services, you give Google (and 
those we work with) a worldwide license to use, host, store, reproduce, modify, 
create derivative works (such as those ones resulting from translations, adaptations, 
or other changes we make so that your content works better with our Services), 
communicate, publish, publicly perform and publicly display, and distribute such 
content. The rights you grant in this license are for the limited purpose of operating, 
promoting, and improving our services and develop new services. This license lasts 
even if you stop using our Services (for example, a business listing you have added 
to Google Maps). Some Services may offer you ways to access and remove content 
that has been provided to that Service. In addition, in some of our Services, there are 
terms or settings that restrict the scope of our use of content submitted in those 
Services. Make sure you have the necessary rights to grant us the license to any 
content that you submit to our Services. (http://www.google.com.br/intl/pt-
BR/policies/terms/regional.html - acessed on 30 June 2013, at 3:30 p.m.) 

  

In addition to the general authorization for the use of all shared data through e-mail 

by the mentioned term of use, express and compulsory provision is displayed to enable the 

Google suspension or termination of any services, without cause, by simple notification to the 

user: 

 
We are constantly changing and improving our Services. We can add or remove 
features or resources and we may suspend or terminate a service altogether. You can 
stop using our Services at any time, although we stay upset to see you go. Google 
may also fail to provide the Services to you, or add, or create new limits to our 
Services at any time. We think you are the owner of your data and that it is 
important to preserve your access to these data. If we stop a Service, when 
reasonably possible, you will be informed in reasonable advance and will get the 
chance to remove your information from that service. 
(http://www.google.com.br/intl/pt-BR/policies/terms/regional.html - acessed on 30 
June 2013, at 3:35 p.m.) 

 

Intending to evade from the application of the Brazilian consumerist legislation - 

without the existence of some general reservations about the enforcement of consumer 

protection laws – the mentioned e-mail service states about its (ir)responsibility for provided 

services: "...We are not responsible for the content Services, specific features of the Services, 

or reliability, availability, or ability to meet your needs. We provide the services 'in the way 



they are" (http://www.google.com.br/intl/pt-BR/policies/terms/regional.html - acessed on 30 June 

2013, at 3:46 p.m.). 

In addition to the rights granted to the supplier, the user/consumer is constantly 

subjected to advertising and the loss of confidentiality of his personal data. On the subject, 

Bruno Miragem explains, commenting on the judgment by the Supreme Court of Special 

Appeal 1.193.764/SP: 

 
In the case of Google, it is clear the existence of the so-called cross marketing 
consisting of a promotional campaign in products or services, in which one of them, 
though not profitable by itself, provides gains from the sale of another product or 
service. Although free, Orkut requires the user to perform a register and to agree to 
the conditions of service provision, creating a database with endless commercial 
applications (MIRAGEM, 2011, p. 413) 

 

Briefly, the domain administrator can: 

a) view your account statistics, such as statistics related to applications that you 

install; 

b) change the password of your account; 

c) suspend or terminate access to your account; 

d) access or retain information stored as part of your account; 

e) receive information from your account to satisfy any law, regulation, legal 

process or governmental request; 

f) restrict your ability to delete or edit information or privacy settings. 

(http://www.google.com.br/intl/pt-BR/policies/terms/regional.html - acessed on 

30 June 2013, at 3:55 p.m.). 

 

In the model brought by Instagram for the services, similar provisions are found, in 

which the supplier states, literally: "We reserve the right to modify or terminate the Service or 

your access to the Service, for any reason, without notice at any time, and without liability 

with you" 

(http://translate.google.com.br/translate?hl=ptBR&sl=en&u=http://instagram.com/&prev=/sea

rch%3Fq%3Dinstagram%26biw%3D1365%26bih%3D870 – acessed on 1 July 2013, at 3:40 

p.m.). 

The previously reported contractual provisions are merely illustrative by contacting 

prospects of similar conditions in virtually all social networking sites or e-mail providers. 



With the exception of corporate e-mail, in which the ownership of the account is not 

part of the list of user rights, but, identifies certain company, individual person, or entity that 

is effectively providing and directing the service – and even except for the right to certain 

intimacies of these accounts operators - it is believed that the legal protection proper for 

personal rights must take precedence over mere contractual implications harmful to the 

Brazilian constitutional order. 

Except by reasons of force majeure, resulting from the termination of the activities of 

the provider of mentioned electronic addresses - which, in theory, would not exclude the right 

of the consumer to demand corresponding compensation - any provision authorizing 

unilateral and unmotivated closure of electronic address must be seen to be unfair and 

contrary to the rights of personality and the Brazilian consumer.  

The potential transfer of copyright and information contained in e-mail or social 

networking site of dead person should be made possible, as a corollary to the moral right of 

heirs and close people. It is up to suppliers, considering the risk of the business, provide the 

account cancellation in the event of death of the consumer and store the information contained 

there until the inventory and sharing are made. The "subsistence of expired data" 

(LORENZETTI, 1998, p. 497) is fact capable to affect the privacy of the surviving consort, 

family, and friends of the dead person. 

 

4.2 VIRTUALIZATION OF PERSONALITY  

 

Not enough the implications of the right to digital identity, caused by liberalities 

contractually guaranteed to the managers of electronic addresses, the reproduction of 

environments, events, people, and objects over the internet ("virtual reality") is the subject 

that is gaining space in the legal debates, because they have significant influence on human 

life today. 

As well as digital identification through electronic addresses, the virtual reality is 

presented as fertile field for the development of features that can be classified as a kind of 

Rights of Personality. As explained in topic 4.1, a possible virtual identification of the person 

through electronic games and avatars in assisted reality environments should not be seen as a 

personification of artifice (avatar or personage), but as an extension or projection of user 

characteristics. This user will have true extent of his Rights of Personality in the fictitious 

"being", aiming to grant special legal protection against abuses by administrators of that 

artificial environment, or even against abuses by other individuals - which would cover trade 



and consumerist discussions about the Criminal Law, Family, and Inheritance, among other 

areas of Law. 

This right to access, starting from the classical division made by Norberto Bobbio in 

The Age of Rights (2004), can be classified as Law of Fifth Generation and has been evolving 

to virtual reality at the point of companies like Reuters, IBM, and General Motors create 

representations at Second Life (virtual space globally renowned for enabling personal and 

professional understandings). Also, the "interactive agency, TMP Worldwide, specialized in 

recruitment, will allow companies to carry out job fairs and interview new potential 

employees in the agency's space in the virtual world of Second Life" (OLIVEIRA and 

FREITAS, 2008, p. 1855). 

According to Fátima Regis (2012, p. 182), "The interfaces allow the connection 

among users and computers, by providing new services and forms of communication that 

resize the process of social interaction and the production of identity and subjectivity." 

In addition to the identification of users, some virtual environments enable their users 

to get certain credits that, due to the success and dissemination of that game, come to have 

economic value in the real world, and is, therefore, object of study of Civil Law, with respect 

to intellectual property. 

As advocated in relation to the digital identity in virtual reality environments, it is 

possible that the user has success in creating and administrating a virtual "being" that, 

although devoid of own personality, would display the individuality of its creator, as an 

extension of his personal rights.  

So, avatars and other personages of virtual reality, since they can express distinctive 

signals of personality designed by its creator, also could not be "turned off" in the game by 

unilateral and unmotivated act of the administrator of the used system. Only in cases of force 

majeure or infringement of legal rules or coexistence rules in that environment that the user 

exclusion is justified and, in any case, he shall have the potestative right of access to justice to 

discuss possible unconscionability in his dismissal. 

Assimilated the issue of proper identity, avatar or personage of virtual environment 

would show also other rights of personality, user ownership, such as image and voice. 

 

4.3 POSSIBLE FLEXIBILIZATIONS 

 

All issues exposed here show possibilities for further investigations and trials by the 

judiciary operators without any conclusive pretense about it. What can be expected, right 



now, is the need for some flexibilizations of the characteristics of rights of personality, aiming 

to better attend the peculiarities of the object under study. This relativity of concepts is not 

strange at all; it already was adopted in relation to the first rights of personality, so, it is 

historically recognized. 

The physical integrity of living person and the dead body, for example, unavailable 

as other rights of personality, admit donation of certain organs in life and post-mortem for 

reuse in another person and for therapeutic or educational purposes. Blood donation is 

encouraged, while the hair trade - still held in various regions - also has the tolerance of the 

law. The same thing is told for some circus practices that seen under the artistic aspect are 

source of entertainment for adults and children, but sometimes endanger the physical integrity 

or the life of the practitioner. 

For similar impasses solution, involving the right to digital or virtual identity of the 

consumer, the right operator should avoid the literal interpretations of the laws, turning his 

attention to principled densification (CARVALHO NETO and SCOTTI, 2011), in the search 

for matching interests. In case of conflict of fundamental principles, at least at this time of 

legal development, it remains to the Law applicator the use of the principles of 

Proportionality and Reasonableness, aiming to choose the prevailing law. 

 

5. FINAL CONSIDERATIONS 

 

Subject to further discussion, involving the concept of "artificial intelligence," in 

which the reassessment of the idea on the ownership rights maybe is possible, the extent of 

the special protection of rights of personality seems believable to other aspects able to identify 

a person through the collectivity. 

What was brought to the fore as a source of distinctive personality signal is the 

characterization of consumers, service users at the World Wide Web, through e-mail accounts 

on social networking sites, and virtual elements capable to reflect the personality designed by 

its creator (avatars and game personages by the Internet). At this point, it should be observed 

the great expression of interest assimilated by protection now required, in relation to the 

possibility to extend the effects of consumerist legislation for all those users exposed to 

market practices, in accordance with the provision in Item  29 of Act n. 8.078/1990 

(Consumer Protection Code).  

Due to the growing interest in the acquisition of the promise contained in the goods 

market, following the trend of today's society of mass and uniformed desires, the consumer is 



compelled to provide personal information, used to compose database, managed exclusively 

by the supplier. Upon completion of the purchase procedure described by the site, without 

being able to refuse its terms, the consumer - sometimes unwittingly - ends up weakening 

aspects of his personality, when allows the loss of management on the provided information, 

seeing himself forced to consent visibly abusive clauses, full of illegalities, leaving the 

handling and disposal of personal information (registers) and images created electronically 

(personages and electronic addresses) to the exclusive arbitration of supplier. 

The facility to disseminate information - and, why not, "marketed" – via network and 

the lack of mechanisms to ensure the consumer participate in the electronic registration 

management are factors that compromise the effectiveness of the special rule (Item 43 of the 

Consumer Protection Code), which gives to the holder of the right free access to his 

information. 

To the diligent consumer, who fears to display information without control, 

concerned with fidelity and use of his personal data, only the uncomfortable exclusion of this 

technological and consumption society is left to him, based on the behavioral system, aiming 

only easy purchase of products and services, made possible by registers, accounts, 

communities, network of friends, contacts, electronic addresses, personages, etc. 

Despite the initial difficulty for understanding the technology scope, the Law should 

attend it, fulfilling at this time its role as deadlocks pacification source, ensuring peaceful 

coexistence among members of organized society. The matter hereof (digital and virtual 

identity of consumer) is no longer object to movie themes and scientific fiction stories, 

becoming significant part of everyday social life, affecting greatly on the development of new 

customs and habits.  

In this redesigned environment, marked by irrefutable and irreversible advent of 

technology, the Law is responsible to offer the best protection to the people, turning to the 

understanding of these social phenomena, aiming to promote the effective protection of the 

interests of man and society as a whole, abandoning the unpromising position of the classic 

"legal autism." 

The protection of Rights of Personality in this virtual environment is the protection 

of own person and dignity, which cannot be stopped by the barrier of political or geographical 

currencies, as the human dignity and the protection of human rights of personality should 

centralize actions of States that call themselves protectors of democratic values. 
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